OTBETCTBEHHOE pacKpbITUE

MHJOpMaLUKM O HegocTaTKax

cucTtem 6e3onacHoOCTu

mGgo



Eleving Group (manee — KomnaHusi) ctpemutcs obecneuntb MHGOPMaLMOHHYK0 6e30MacHOCTb U
3alMTY HawmMx MHAOPMALMOHHBLIX PEecypcoB OT kubepyrpo3. Mbl noolipsieM OTBETCTBEHHOE
packpbiTue uHpopmaumm o6 owmnbkax B cucteme 6e30MacHOCTU, Kak 3TO MPeayCMOTPEHO OaHHOW
NnonuMTUKON, M npuBeTcTBYeM nobbix wuccriegoBaTenen 6e30nacHOCTM, KOTopble coobLalT o

HeJoCTaTKax B HaLUMX ycryrax u pecypcax.

1 O6nactb NpUMeHeHus

OTa nonuTurKa NpUMEHSIeTCS K Criefyow M JOMeHaMm:
e *.auto.mogo.by

VckntoyeHue:
e autodiscover.auto.mogo.by

Mbl oXxmaaem cooOLeHUn o Takux owwmnbkax, kak Cross-Site Scripting (XSS), SQL injections,

HEeOoCTaTKn LIJI/I(*)pOBaHVIﬂ, HEeOOoCTaTKn ayTeHTI/I(*)VIKaLI,MM nT.o.

Lleﬂb TECTUPOBAHUA: BbiABJ1IEHNE HEOOCTATKOB CUCTEM ©e3onacHocTn aAns npeagorepaLleHnd yrposbl

HeCaHKLMOHMPOBAHHOIO A0CTYNa K MHpopMaLum 1 ee packpbiTUs.
KomnaHus He gaeT paspeLueHnst Ha OCyLLeCTBEHUE Kakmx-nmbo AencTBni ¢ MHpopmaunen, JocTyn K
KOTOPOW NOTEHLMNANbHO MOXET ObITb MONyYeH B pe3yrbTaTe BbISIBNEHMS OLLIMOOK B CUCTEMAX 3aLUnTbI
NMHpopmaLnu.
2 Cnepytowue TUNbl TECTOB He pa3peLleHbl:

o CeTeBble NpoBepkM Ha oTka3s B obcnyxusaHmm (DoS, DDoS),

e KomnpomeTaums y4eTHbIX AaHHbIX MeTogom brute-force,

e CoumanbHas UHXeHepus,

e TecTupoBaHue hun3anyeckoro JOCTyna,

o Jlioboe gpyroe HeTEXHUYECKOE TECTUPOBAHNE HA OLLNGKN.
3 KOpuaunyeckoe packpbiTue nHcgpopmavmm

Mbl npuHumaem coobuweHns o6 owwnbkax B NepeyncrieHHbIX Bbille 06nacTax M COrnacHbl He

BO30Y>KAaTb CyAe6HbIX UCKOB MPOTUB KL, KOTOPbIE:
e CobntogatoT 3Ty NOMMTMKY BO BPEMSI UCCliefoBaHUsi 6e3onacHoCTy;
e 3aHMMalTCS TECTUPOBAHMEM MPOAYKTOB U ycryr 6e3 yliepba Ans HalvX CUCTEM U AaHHbIX;

e BosgepxkvBatloTcs OT pasrnalleHusi MHgopmauum 06 oGHapyXeHHONM owwnbKe 00 UCTeveHust

B3aMHO COrfnacoBaHHOIo CpokKa.

Mbl ocTaBnsiem 3a coboM NPaBo NPUHUMATL NN OTKIOHATL Ntobble coobLeHns o nobbix owmnbkax u

OencTBoBaTb B COOTBETCTBMM C HALLMMWN BHYTPEHHUMM NpaBUiaMn 1 npouenypamu.
4 Kak Bbl MOXeTe CoOoOLWUTL?

Ecnun Bbl cuntaete, 4TO 06Hapy>|<vu'||/| OLIJI/|6Ky B HalWunX VIH(*)OpMaLl,MOHHbIX pecypcax, HO)I(aﬂyVICTa,

CBSDKUTECH C HAMM Mo afpecy security@eleving.com v ykaxuTe criegytoLLyio UHpopMaLuio:


https://auto.mogo.by/

e [logpobHoe onucaHue ownbKM (Ha aHrmMNCKOM, BENOPYCCKOM UM PYCCKOM SA3bIKE);

o [logpobHasa nHdpopmaumsa o pabote ownbKu;

e Ecnu npmeHnmo, CCbIfKy, CKPUHLLOTBI Unu nobyto Apyryo nHpopmaLumo, KoTopas NnoMoXxeT

Ham onpeaennTb HaNOEeHHYH BaMy OLLNOKY.

CoobueHre 06 owmnbke MOXET ObiTb cAENaHO aHOHUMHO.
Ecnn B coobuieHnn Bbl ykasbiBaeTe CBOVM MAOEHTUUKALMOHHbIE CBEAEHMS, TO OTNpaBnsas LaHHOe
coobLeHne Ha Yka3aHHbIM aapec aNeKTPOHHOW NoYThl, Bl faeTe cornacne Ha o6paboTky Hamu Balumnx
nepcoHarnbHbIX AaHHbIX B COOTBETCTBUN C [1ONMTMKON KOHPUAEHLMANBHOCTU, pa3MeLLLEHHOW Ha canTe
mogo.by, B Lenax n obbeme, ykazaHHbIX B M. 3.6. gaHHOW [MonNnTUKM KOHOUAEHLMANBHOCTH.
5 Yero mbl Xagem oT Bac?

O6paTtuTe BHMMaHWe, YTO BO BPEMS UCCNeL0OBaHNs OLUNOKM KpanHe BaXKHO cobnoaaTth 3TU npasuna:

e Bbl He wucnonb3yete o6OHapyXeHHyl OwWKWOKYy Ana [ocTyna unv MombiTKM JocTyna K
nHdopmaLmm, KoTopas BaM He NPUHaAANEXUT (TOMbKO ANS AoKasdaTenbCTBa CyLEeCTBOBaHMS
owunbkun);

e Bbl He ncnomnb3yete oBHapyXeHHy ownbKy ANns yganeHus, KONMpoBaHUS UM U3MEHEHWUS
MHopMauuu;

e Bbl cBOEBpemMeHHO nHMOpMMpyeTe Hac 06 oLMBKe 1 NO3BOMsieTe HaM YCTPaHUTb €€, Npexae
Yem obHapogoBaThb.

6 Yero oxmpaTb OT Hac?

Mbl He npeanaraeM OMHaAHCOBYIO KOMMEHCALMIO, HO KOrAa 3asiBrieHHas owwnbka 6yaeT ycTpaHeHa, Mbl
MOXEM MpPeAoCTaBUTb MOMOLLb M MHOpMaUMo Ans nyénukaumm TeCTUPOBAHUA, €CrM Ha 3TO €CTb

B3anMHaA AOroBOPEHHOCTb.



